
Proof of Work

The Bitcoin protocol sets a target value for a block header’s hash. The output must be less 
than the specified number. Another way of saying this is that the hash of the block header 
must start with a certain number of zeros. For example a valid hash may look like this:

000000000000002e9067f1cf7252333f7aeb619c89d220985a70ac0e015248e0
Any block whose header does not produce a hash that is less than the target value will be 
rejected by the network. 

The target value is adjusted by the protocol every two weeks to try to maintain an average 
block time mining of 10 minutes.

14 zeros

Mining
http://www.righto.com/2014/02/bitcoin-mining-hard-way-algorithms.html
BitcoinProtocolPaper_MalhotraYogesh +-.pdf

Mining is a process of including transactions into newly 
generated blocks. 
The primary purpose of mining is validation of transactions but 
it also serves as a mechanism to create new Bitcoins. The block generation reward consist of two parts. 
First part is generation transaction, which creates a certain 
amount of Bitcoins out of nothing. 
The number of Bitcoins created starts at 50 BTC and is reduced 
by half every 210,000 blocks. 
The last block that will generate coins should be generated near 
the year 2140, bringing the total number of Bitcoins to slightly 
below 21 million. 
Second half of award is transaction fees of all transactions 
included into the block. 
This fee is incentive for miners to include transactions into the 
block (verify) and to continue mining (and thus provide security 
to the network) when a number of new Bitcoins generated 
greatly decreases.

Total number of Bitcoins 
over time.

When a node finds a hash that meets target requirement (solves a block) it 
broadcasts the new block to the network and is entitled to the block generation 
reward. 
Once proof-of-work is found other nodes can easily verify it and the block 
cannot be changed without redoing the work. 
As blocks are chained, changing the block would also include redoing all the 
blocks after it. 
So as long as honest nodes control most of the computing power of the network, 
honest chain will outpace any other chain.
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So after you’ve 

1)hashed each transaction, 

2)hashed the outputs into a hash tree, 

3)found the Merkle Root, 

4)added it to the block header with the hash of the previous block and a nonce, 

5)hashed the header and produced an output that does not start with the correct number 
of zeros, then what?

This is where the nonce comes in. 
The nonce is simply a random number that is added to the block header for no other reason 
than to give us something to increment in an attempt to produce a valid hash. 
If your first attempt at hashing the header produces an invalid hash, you just add one to the 
nonce and rehash the header then check to see if that hash is valid.
Notice the entire block of transactions isn’t rehashed with every attempt, just the header. 
This is essentially what Bitcoin mining is, just rehashing the block header, over, and over, 
and over, and over, until one miner in the network eventually produces a valid hash. 
When he does, he relays the block to the rest of the network. 
All other miners check his work and make sure it’s valid. 
If so, they add the block to their local copy of the block chain and move on to finding the 
next block.

In todays world, miners are using ASICs (application specific integrated circuits) to mine Bitcoin. 
Basically, these are purpose built computer chips that are designed to perform SHA256 calculations and do 
nothing else. 
It’s not uncommon to see miners calculating over one trillion hashes per second (a terrahash). 
At present, the total hashing power in the network is about 700 terrahashs per second and closing in on 
one petahash per second: 1015 --> 1 000 000 000 000 000. 
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The first transaction in each block is referred to as the 
“coinbase” transaction. 
This is a transaction where the miner sends himself 25 
bitcoins that have just been created “out of thin air”. 
Because each miner is sending these 25 bitcoins to his own 
address, the first transaction in each block will differ from 
miner to miner. 
Since the hash of the coinbase transaction at the base of 
the hash tree is different for each miner, the entire hash 
tree including the Merkle root will be different for each 
miner. 
That means the nonce that is needed to produce a valid 
block will also be different for each miner.

This is the reason why the Merkle tree is employed after all. 
The transactions are represented in the header by the 
Merkle Root so that the entire block of transactions doesn’t 
need to be rehashed with each attempt (which would make 
the amount of time needed to hash a block vary with the 
number of transactions). 
Any change to a single transaction will cause an avalanche 
up the hash tree that will ultimately cause the hash of the 
block to change. 
Now let’s see how this protects the network from attack.

From <https://chrispacia.wordpress.com/2013/09/02/bitcoin-mining-explained-like-youre-five-part-2-mechanics/> 

Hash Chaining

The hash of each block is included in the header of the next block as such:

If an attacker wants to alter or remove a transaction that is already in the block chain, the 
alteration will cause the hash of the transaction to change and spark off changes all the way up 
the hash tree to the Merkle Root. 
Given the probabilities, it is unlikely a header with the new Merkle Root will produce a valid 
hash (the proof of work). 
Hence, the attacker will need to rehash the entire block header and spend a ton of time finding 
the correct nonce. 
But suppose he does this, can he just relay his fraudulent block to the network and hope that 
miners will replace the old block with his new one or, more realistically, that new users will 
download his fraudulent block? 
No. The reason is because the hash of each block is included in the header of the next block. If 
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No. The reason is because the hash of each block is included in the header of the next block. If 
the attacker rehashes block number 100, this will cause the header of block 101 to change, 
requiring that block to be rehashed as well. 
A change to the hash of block 101 will cause the header of block 102 to change and so on all 
the way through the block chain. 
Any attempt to alter a transaction already in the block chain requires not only the rehashing of 
the block containing the transaction, but all other subsequent blocks as well. 
Depending on how deep in the chain the transaction is, it could take a single attacker weeks, 
months, or years, to rehash the rest of the block chain. And as long as the attacker does not 
control a majority of the processing power in the network, the rest of the network will be 
adding new blocks on to the main chain faster than the attacker can add blocks to his 
fraudulent chain, guaranteeing that the legitimate chain remains the longest and the attacker’s 
chain is ignored.

How anonymous is Bitcoin? Many people claim that Bitcoin can be used anonymously. This claim has 
led to the formation of marketplaces such as Silk Road (and various successors), which specialize in 
illegal goods. However, the claim that Bitcoin is anonymous is a myth. The block chain is public, 
meaning that it’s possible for anyone to see every Bitcoin transaction ever. Although Bitcoin addresses 
aren’t immediately associated to real-world identities, computer scientists have done a great deal of work
figuring out how to de-anonymize “anonymous” social networks. The block chain is a marvellous target 
for these techniques. I will be extremely surprised if the great majority of Bitcoin users are not identified 
with relatively high confidence and ease in the near future. The confidence won’t be high enough to 
achieve convictions, but will be high enough to identify likely targets. Furthermore, identification will be 
retrospective, meaning that someone who bought drugs on Silk Road in 2011 will still be identifiable on 
the basis of the block chain in, say, 2020. These de-anonymization techniques are well known to computer 
scientists, and, one presumes, therefore to the NSA. I would not be at all surprised if the NSA and other 
agencies have already de-anonymized many users. It is, in fact, ironic that Bitcoin is often touted as 
anonymous. It’s not. Bitcoin is, instead, perhaps the most open and transparent financial instrument the 
world has ever seen.

Public Parameters for Scnorr signature
PP = (p, g);   p=264043379; g=2;
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Schnorr Signature  ←M - message to be signed in decimal format

>> x=randi(2^28)
x =  100497451
>> a=mod_exp(g,x,p)
a = 91968695

>> y=randi(2^28)
y =  25824381
>> b=mod_exp(g,y,p)
b = 195335035

Verification of Ϭ=S=(r,s) for h=H(M||r)

            gs=rah mod p

Schnorr Signature  ←M - message to be signed

Signature is denoted by Ϭ=S=(r, s)

u=randi(p-1)
r=gu mod p
h=H(M||r)           % h is a decimal number
s=u+xh mod (p-1)

Transaction templates:
Tx1 = 'Tx1:In11=6000||In12=3000||Out11=5000||Out12=4000||Rec1=B||Rec2=A'
>> hTx1=h28('Tx1:In11=6000||In12=3000||Out11=5000||Out12=4000||Rec1=B||Rec2=A')
hTx1 = AFC73D8
>> hTx1=h28(Tx1)
hTx1 = AFC73D8
>> hTx1d=hd28(Tx1)
hTx1d =  184316888
>> hTx1d=hex2dec(hTx1)
hTx1d =  184316888

>> x=randi(2^28)
x =  246738660
>> p=264043379
p =  264043379
>> g=2
g =  2
>> a=mod_exp(g,x,p)
a = 158816622
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Iki čia
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